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Security appliance with 10/100 Mbps, SD memory card
slot, VPN (variant) and firewall

1. Safety notes

A NOTE:
Ata\ Observe the necessary safety precautions when handling components that
are vulnerable to electrostatic discharge (EN 61340-5-1 and IEC 61340-5-
1)

NOTE: risk of material damage due to incorrect wiring

Only connect the RJ45 Ethernet ports of the device to matching network
installations. Some telecommunications connections also use RJ45
sockets. You may not connect these to the RJ45 ports of the device.

For connection of a modem or a serial terminal, you require a null modem
cable, whose length may not exceed 30 m.

NOTE: Risk of damage to equipment due to noise emissions

@ This is a Class A item of equipment. This equipment can cause radio
interference in residential areas, and the operator may be required to take
appropriate measures.

‘You must also observe the additional information in the data sheet and the
user manual under www.phoenixcontact.net/catalog.

@

Technical limit values

Ambient temperature (operation) -20°C ... +60°C

Ambient temperature (storage/transport) -20°C ... +60°C

Supply voltage

11VDC...36V DC/SELV

Humidity

5% .. 95%, no condensation

Pollution degree

2

2. UL-compliant installation

— Only use copper connecting cables providing the permitted temperature range
(60°C/75°C).

— Only use devices with limited output voltage (U < 36 V DC) and limited output
current (1 < 2.5 A) as the external voltage source.

- Tighten the screws on the screw terminal blocks with 0.5 ... 0.8 Nm.

. Legend (Fig. 1)
LAN port (protected)
WAN port (unprotected)
Diagnostic and status indicators
Reset button (recessed)
Connections for service contacts
Connecting the supply voltage
Connection for error alarm and contact
MAC address
9 V.24 interface (RS232, 9-pos. D-SUB)
10 Slot for optional memory card

4. Mounting (Fig. 2)
Position the module with the DIN rail guide on the upper edge of the DIN rail, and
snap it in with a downward motion.

5. Removal (Fig. 3)
Use a suitable tool (e. g. flat-bladed screwdriver) to insert into the latch and pull it
downwards (A).

6. FL MGUARD RS2000 connections (Fig. 4)

Do not connect service and signal contacts to an external voltage source.

Information on connecting the service and signal contacts can be found in the user

manual.

Connect the desired service contacts:

— External control switch CMD (connector for service 1/2: CMD V+, CMD)

— Alarm output (digital) ACK, 11 V ... 36 V, continuously short-circuit proof
(connector for service 1/2: GND, ACK)

— Alarm output (digital) FAULT, 11 V... 36 V, continuously short-circuit proof
(connector for signal: GND, FAULT)

7. FL MGUARD RS4000 connections (Fig. 5)

Do not connect service and signal contacts to an external voltage source.

Information on connecting the service and signal contacts can be found in the user

manual.

If you do not connect the supply voltage redundantly, an error message will be

displayed. You can switch off this message in the user interfaces.

In the case of redundant supply, the load is not distributed. The power supply unit

with the higher voltage will supply the device on its own.

Connect the desired service contacts:

— External control switch CMD (connector for service 1/2: CMD V+, CMD)

— Alarm output (digital) ACK, 11 V ... 36 V, continuously short-circuit proof
(connector for service 1/2: GND, ACK)

— Alarm output (digital) FAULT, 11 V... 36 V, continuously short-circuit proof
(connector for signal: GND, FAULT)
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8. Status/diagnostics indicators (Fig. 6)

The status display P1 lights up green when the supply voltage is connected
properly.

In the case of the FL MGUARD RS4000, the P2 status display at the redundant
connection of the voltage supply also lights up.

The STAT display flashes during booting.

The FL MGUARD is ready for operation as soon as the Link LEDs of the Ethernet
sockets light up.

In addition, the STAT status display flashes green at 1 Hz (heartbeat).

9. Start up the device in stealth mode (standard) (Fig. 7)
1 Integrate the device into an existing network connection.
* Connect the LAN port with the configuration computer.

* Connect the WAN port of the device with the existing network, e.g., the Internet.

* For configuring the device, you require an HTTPS-capable web browser on the
connected configuration computer (e. g., Mozilla Firefox, Google Chrome,
Microsoft Internet Explorer).

* Enter the following address into the browser: https://1.1.1.1/
1 Configuration of the device
The connection to the device is established. A safety note appears that indicates
a possible invalid or non-trustworthy certificate. The message appears because
the device uses a certificate that is unknown to the browser. However, the
certificate is necessary for encrypting the communication.
¢ Confirm this message.
The login form of the device appears.
* Select "Administration" as access and enter the default user name and
password. It is case-sensitive:
User name: admin
Password: mGuard
Access type: Administration

10. Start up with Management IP

Connect the configuration computer to the LAN port, do not use the WAN port.
Now establish the connection via the following IP address: 192.168.1.1 (subnet:
255.255.255.0).

If necessary, adjust the IP parameters of your computer.

Note: if you wish to establish connection to an external network after booting,
proceed as follows:

- switch off device

- establish connection

- switch on device

11. Start up device via BootP

* Make sure that the LAN port of the device is connected to a BootP server. You
can use the free "IPassign” tool (language: English). The tool is available at the
following address:
http://www.phoenixcontact.com/automation/32119_30373.htm

Security-Appliance mit 10/100 MBit/s, SD-
Speicherkarten-Slot, VPN (Variante) und Firewall

1. Sicherheitshinweise
A ACHTUNG:
At

Beachten Sie die notwendigen VorsichtsmaBnahmen bei der Handhabung

elektrostatisch gefahrdeter Bauelemente (EN 61340-5-1 und

IEC 61340-5-1)!

ACHTUNG: Sachschaden durch falsche Beschaltung

(D SchlieBen Sie die RJ45-Ethernet-Ports der Gerate nur an passende
Netzwerk-Installationen an. Einige Fernmeldeanschliisse verwenden
ebenfalls RJ45-Buchsen. Diese dirfen Sie nicht mit den RJ45-Anschliissen

des Gerates verbinden.

Fir den Anschluss eines Modem oder eines seriellen Terminals benétigen
Sie ein Nullmodem-Kabel, dessen Lange 30 m nicht Giberschreiten darf.

ACHTUNG: Gefahr von Sachschéden durch Stéraussendungen
@ Dies ist eine Einrichtung der Klasse A. Diese Einrichtung kann im

Wohnbereich Funkstérungen verursachen; in diesem Fall kann vom

Betreiber verlangt werden, angemessene MaBnahmen durchzufiihren.

®

catalog.

Beachten Sie unbedingt auch die weiterflihrenden Informationen im
Datenblatt und im Anwenderhandbuch unter www.phoenixcontact.net/

Technische Grenzwerte

Umgebungstemperatur Betrieb

-20°C ... +60 °C

Umgebungstemperatur Lagerung/Transport -20°C ... +60 °C

Versorgungsspannung 11V DC...36 VDC/SELV
Luftfeuchtigkeit 5% .. 95 %, keine Betauung
Verschmutzungsgrad 2

2. UL-gerechte Installation

- Verwenden Sie als Anschlusskabel nur Kupferleitungen mit zulassigem
Temperaturbereich (60 °C/75 °C).
- Verwenden Sie als externe Spannungsquelle nur Geréte mit begrenzter

Ausgangsspannung (U < 36 V DC) und begrenztem Ausgangsstrom (1< 2,5 A).

- Ziehen Sie die Schrauben der Schraubklemmen mit 5 ... 7 Ibs-in.
(0,5...0,8 Nm) an.

. Legende (Abb. 1)
LAN-Port (geschuitzt)
WAN-Port (ungeschiitzt)
Diagnose- und Statusanzeigen
Reset-Taster (versenkt)
Anschlusse fir Service-Kontakte
Anschluss der Versorgungsspannung
Anschluss fir Fehler- und Meldekontakt
MAC-Adresse
9 V.24-Schnittstelle (RS232, 9-pol. D-SUB)
10 Slot fiir optionale Speicherkarte

4. Montage (Abb. 2)
Setzen Sie das Modul mit der Tragschienenfiihrung an die Oberkante der
Tragschiene an und rasten Sie es nach unten ein.

5. Demontage (Abb. 3)
Fassen Sie mit einem geeigneten Werkzeug (z. B. Schlitzschraubendreher) in die
Lasche und ziehen Sie sie nach unten (A).

6. Anschliisse der FL MGUARD RS2000 (Abb. 4)

SchlieBen Sie die Service- und Signalkontakte nicht an eine externe

Spannungsquelle an. Hinweise zum Anschluss der Service- und Signalkontakte

finden Sie im Anwenderhandbuch.

SchlieBen Sie die gewlinschten Service-Kontakte an:

- Externer Steuerungsschalter CMD (Stecker Service 1/2: CMD V+, CMD)

- Meldeausgang (digital) ACK, 11V ... 36 V, dauerkurzschlussfest (Stecker
Service 1/2: GND, ACK)

- Meldeausgang (digital) FAULT, 11 V... 36 V, dauerkurzschlussfest (Stecker
Signal: GND, FAULT)

7. Anschliisse der FL MGUARD RS4000 (Abb. 5)

SchlieBen Sie die Service- und Signalkontakte nicht an eine externe

Spannungsquelle an. Hinweise zum Anschluss der Service- und Signalkontakte

finden Sie im Anwenderhandbuch.

Wenn Sie die Versorgungsspannung nicht redundant anschlieen, erhalten Sie

eine Fehlermeldung. Sie kdnnen diese Meldung in den Benutzer-Interfaces

abschalten.

Bei redundanter Versorgung erfolgt keine Lastverteilung. Das Netzteil mit der

héheren Spannung versorgt das Gerét allein.

SchlieBen Sie die gewlinschten Service-Kontakte an:

- Externer Steuerungsschalter CMD (Stecker Service 1/2: CMD V+, CMD)

- Meldeausgang (digital) ACK, 11V ... 36 V, dauerkurzschlussfest (Stecker
Service 1/2: GND, ACK)

- Meldeausgang (digital) FAULT, 11 V... 36 V, dauerkurzschlussfest (Stecker
Signal: GND, FAULT)

8. Status-/Diagnoseanzeigen (Abb. 6)

Die Status-Anzeige P1 leuchtet griin, wenn die Versorgungsspannung korrekt
anschlossen ist.

Beim FL MGUARD RS4000 leuchtet zusatzlich die Status-Anzeige P2 beim
redundantem Anschluss der Versorgungsspannung.

Wahrend des Bootens blinkt die Status-Anzeige STAT griin.

Der FL MGUARD ist betriebsbereit, sobald die Link-LEDs der Ethernet-Buchsen
leuchten.

Zusatzlich blinkt die Status-Anzeige STAT mit 1 Hz griin (Heartbeat).

9. Gerét im Stealth-Modus in Betrieb nehmen (Standard)
(Abb. 7)
1 Das Gerat in eine bestehende Netzwerkverbindung integrieren.
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Verbinden Sie den LAN-Port mit dem Konfigurationsrechner.
Verbinden Sie den WAN-Port des Gerétes mit dem vorhandenen Netzwerk, z.B.
dem Internet.
Zur Konfiguration des Gerétes benétigen Sie auf dem angeschlossenen
Konfigurationsrechner einen HTTPS-fahigen Web-Browser (z. B. Mozilla
Firefox, Google Chrome, Microsoft Internet Explorer).
¢ Geben Sie im Browser die folgende Adresse ein: https:/1.1.1.1/
1 Konfiguration des Gerates
Die Verbindung zum Gerat wird hergestellt. Es erscheint ein Sicherheitshinweis,
der ein angeblich ungdltiges oder nicht vertrauenswiirdiges Zertifikat meldet.
Diese Meldung kommt daher, dass das Gerat ein Zertifikat verwendet, das der
Browser noch nicht kennt. Das Zertifikat ist aber zu Verschliisselung der
Kommunikation zwingend notwendig.
* Quittieren Sie diesen Hinweis.

Die Anmeldemaske des Gerates erscheint.
* Wahlen Sie die Zugangsart ,Administration” und geben Sie den voreingestellten
Benutzernamen und das Passwort ein. Beachten Sie dabei die GroB3- und
Kleinschreibung:
Benutzername: admin
Passwort: mGuard
Zugangsart: Administration

10. Geréat mit der Management-IP in Betrieb nehmen
SchlieBen Sie den Konfigurationsrechner an den LAN-Port an, lassen Sie den
WAN-Port unbenutzt.

Bauen Sie jetzt die Verbindung Uber folgende IP-Adresse auf: 192.168.1.1
(Subnetz: 255.255.255.0).

Passen Sie, bei Bedarf, die IP-Parameter Ihres Rechners an.

Achtung: Wenn Sie nach dem Booten die Verbindung mit einem externen
Netzwerk herstellen wollen, gehen Sie so vor:

- Gerat abschalten

- Verbindungen herstellen

- Gerat einschalten

11. Gerét per BootP in Betrieb nehmen

« Stellen Sie sicher, dass der LAN-Port des Geréates mit einem BootP-Server
verbunden ist. Sie kdnnen das kostenlose Tool (Sprache: Englisch) ,|Passign
verwenden. Sie finden das Tool unter folgender Adresse:
http://www.phoenixcontact.com/automation/32119_30373.htm
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Description Beschreibung

Security appliance in metal housing, with extended temperature range, SD card slot, up to 2 VPN tunnels, 2- Security Appliance im Metallgehause, mit erweitertem Temperaturbereich, SD-Karten-Slot, bis zu 2 VPN- FL MGUARD RS2000 TX/TX VPN 2700642
click firewall for maximum ease of configuration, router with NAT/1:1 NAT Tunnel, 2-Click-Firewall fur einfachste Konfiguration, Router mit NAT/1:1-NAT

Security appliance in metal housing, with extended temperature range, SD card slot, VPN for 10 VPN tunnels  Security Appliance im Metallgehause, mit erweitertem Temperaturbereich, SD-Karten-Slot, VPN fiir 10 FL MGUARD RS4000 TX/TX VPN 2200515
(optionally up to 250 with additional license), VPN Tunnel (opt. bis zu 250 mit zuséatzlicher Lizenz),

intelligent firewall with full scope of functions for maximum security and easy configuration, router with NAT/1:1 intelligente Firewall mit vollem Funktionsumfang flir maximale Sicherheit und einfachste Konfiguration, Router

NAT, optional CIFS integrity monitoring mit NAT/1:1-NAT, optional CIFS Integrity Monitoring

Security appliance in metal housing, with extended temperature range, SD card slot, Security Appliance im Metallgehause, mit erweitertem Temperaturbereich, SD-Karten-Slot, FL MGUARD RS4000 TX/TX 2700634

intelligent firewall with full scope of functions for maximum security and easy configuration, router with NAT/1:1

NAT, optional VPN/CIFS integrity monitoring

intelligente Firewall mit vollem Funktionsumfang fiir maximale Sicherheit und einfachste Konfiguration, Router
mit NAT/1:1-NAT, optional VPN / CIFS Integrity Monitoring

www.phoenixcontact.com MNR 9057021 - 01 2012-10-01
DE Einbauanweisung fiir den Elektroinstallateur
EN Installation note for electrical personnel
FL MGUARD RS2000 TX/TX VPN 2700642
FL MGUARD RS4000 TX/TX VPN 2200515
FL MGUARD RS4000 TX/TX 2700634
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Security Appliance con 10/100 MBit/s, slot per scheda
di memoria SD, VPN (variante) e firewall

1. Indicazioni di sicurezza

A IMPORTANTE:
Atad Nel maneggiare elementi a rischio di scariche elettrostatiche, osservare le
necessarie misure di sicurezza (EN 61340-5-1 e IEC 61340-5-1)!

IMPORTANTE: danni materiali in caso di cablaggio errato

Collegare le porte Ethernet RJ45 del dispositivo solo alle installazioni di rete
adatte. Alcuni collegamenti per le telecomunicazioni impiegano anche
connettori femmina RJ45. Questi non devono essere collegati con le
connessioni RJ45 del dispositivo.

Per la connessione di un modem o di un terminale seriale & necessario un
cavo Null Modem di lunghezza non superiore a 30 m.

IMPORTANTE: pericolo di danni materiali a causa di emissioni di
disturbi

Questo & un dispositivo della classe A. Questo dispositivo puo causare
radiodisturbi nell'ambiente domestico; in questo caso |'utente puo
richiedere che vengano prese le dovute misure.

@

Rispettare scrupolosamente anche le informazioni fornite nella scheda
tecnica e nel manuale utente all'indirizzo www.phoenixcontact.net/catalog.

@

Valori tecnici limite

Temperatura ambiente (esercizio) -20°C ... +60 °C

Temperatura ambiente (stoccaggio/trasporto) |-20 °C ... +60 °C

Tensione di alimentazione 11V DC...36 V DC/SELV

Umidita dell'aria 5 % .. 95 %, senza condensa

Grado di inquinamento 2

2. Installazione conforme a UL

— Utilizzare come cavi di connessione soltanto cavi in rame con il range di
temperature consentito (60 °C/75 °C).

— Come sorgente di tensione esterna utilizzare solo dispositivi con tensione di
uscita limitata (U < 36 V DC) e corrente di uscita limitata (1 < 2,5 A).

— Serrare le viti dei morsetti a vite con una coppia di5 ... 7 Ibs-in. (0,5 ... 0,8 Nm).

3. Legenda (Fig. 1)

1 Porta LAN (protetta)

Porta WAN (non protetta)

Indicatori diagnostici e di stato

Tasto reset (incassato)

Connessioni per contatti di assistenza
Connessione della tensione di alimentazione
Connessione per contatto spia e contatto errore
Indirizzo MAC

9 Interfaccia V.24 (RS232, D-SUB a 9 poli)

10 Slot per scheda di memoria opzionale
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4. Montaggio (Fig. 2)
Posizionare il modulo con la guida della guida di supporto sul lato superiore della
guida di supporto e innestarlo verso il basso.

5. Smontaggio (Fig. 3)
Con un utensile appropriato (ad es. cacciavite ad intaglio), fare presa sull'apertura
e tirarla verso il basso (A).

6. Connessioni di FL MGUARD RS2000 (Fig. 4)

Non collegare i contatti di assistenza e i contatti di segnale a una sorgente di

tensione esterna. Per indicazioni sul collegamento dei contatti di assistenza e dei

contatti di segnale consultare il manuale utente.

Collegare i contatti di servizio desiderati:

— Interruttore di comando esterno CMD (spina di servizio 1/2: CMD V+, CMD)

— Uscita di segnalazione (digitale) ACK, 11V ... 36 V, protezione permanente
contro cortocircuiti (spina di servizio 1/2: GND, ACK)

— Uscita di segnalazione (digitale) FAULT, 11 V... 36 V, protezione permanente
contro cortocircuiti (spina di segnale: GND, FAULT)

7. Connessioni di FL MGUARD RS4000 (Fig. 5)

Non collegare i contatti di assistenza e i contatti di segnale a una sorgente di

tensione esterna. Per indicazioni sul collegamento dei contatti di assistenza e dei

contatti di segnale consultare il manuale utente.

Se viene collegata soltanto una tensione di alimentazione non ridondante

compare un messaggio di errore, che puo essere disattivato nelle interfacce

utente.

Con un'alimentazione ridondante non avviene una ripartizione del carico.

L'alimentatore con la tensione maggiore alimenta, da solo, il dispositivo.

Collegare i contatti di servizio desiderati:

— Interruttore di comando esterno CMD (spina di servizio 1/2: CMD V+, CMD)

— Uscita di segnalazione (digitale) ACK, 11V ... 36 V, protezione permanente
contro cortocircuiti (spina di servizio 1/2: GND, ACK)

— Uscita di segnalazione (digitale) FAULT, 11 V... 36 V, protezione permanente
contro cortocircuiti (spina di segnale: GND, FAULT)

8. Messaggi di stato e di diagnostica (Fig. 6)

Se la tensione di alimentazione ¢ collegata correttamente, il LED di stato P1 &
acceso con luce verde.

Per il FL MGUARD RS4000 e acceso anche il LED di stato P2 in caso di
collegamento ridondante della tensione di alimentazione.

Durante I'avvio il LED di stato STAT lampeggia con luce verde.

Il FL MGUARD é pronto al funzionamento non appena i LED Link dei connettori
femmina Ethernet sono accesi.

Anche il LED di stato STAT lampeggia a 1 Hz con luce verde (battito cardiaco).

9. Messa in servizio dell'apparecchio in modalita Stealth
(standard) (Fig. 7)

1 Integrazione del dispositivo in una connessione di rete preesistente.

* Collegare la porta LAN al computer di configurazione.

* Collegare la porta WAN del dispositivo con la rete esistente, ad es. Internet.

* Per la configurazione del dispositivo & necessario un browser con HTTPS (ad
esempio Mozilla Firefox, Google Chrome, Microsoft Internet Explorer) sul
computer di configurazione collegato.

* Inserire nel browser il seguente indirizzo: https://1.1.1.1/

1 Configurazione del dispositivo.

Viene creato il collegamento al dispositivo. Comparira sul display una nota di

sicurezza che segnala un possibile certificato non valido o non attendibile. Questo

messaggio compare perché il dispositivo utilizza un certificato che il browser
ancora non conosce. Questo certificato & assolutamente necessario per la
cifratura della comunicazione.

* Confermare il messaggio.

Apparira la maschera di login del dispositivo.

* Selezionare il tipo di accesso "Administration” e per il primo accesso inserire il
nome utente e la password di default. Fare attenzione al carattere maiuscolo e
minuscolo:

User name: admin
Password: mGuard
Access type: Administration

10. Messa in servizio dell'apparecchio mediante I'IP di gestione
* Collegare il computer di configurazione alla porta LAN e lasciare libera la porta
WAN.
* A questo punto realizzare la connessione tramite il seguente indirizzo IP:
192.168.1.1 (subnet: 255.255.255.0).
* Adattare i parametri IP del proprio computer, se necessario.
* Importante. Se si desidera creare la connessione con una rete esterna dopo
l'avvio, procedere come segue:
- Disinserire il dispositivo
- Realizzare la connessione
- Inserire il dispositivo

11. Messa in servizio dell'apparecchio tramite BootP

* Assicurarsi che la porta LAN del dispositivo sia collegata con un server BootP.
E possibile utilizzare il tool gratuito "IPassign" (in inglese), scaricabile al
seguente indirizzo:
http://www.phoenixcontact.com/automation/32119_30373.htm

Application de sécurité, 10/100 Mbit/s, emplacement
pour carte mémoire SD, avec VPN (variante) et pare-feu

1. Consignes de sécurité

A IMPORTANT:
Ata\ Observer les mesures de précaution nécessaires lors du maniement des
composants sensibles aux décharges électrostatiques (EN 61340-5-1,
CEI 61340-5-1).

IMPORTANT : une erreur de cablage peut provoquer des dommages
matériels

Raccorder les ports RJ45 Ethernet des appareils uniquement a des
installations de réseau adaptées. Certains des raccordements de
signalisation a distance utilisent eux aussi des connecteurs femelles J45,

@

qui ne doivent en aucun cas étre raccordés aux raccords RJ45 de I'appareil.

Le raccordement d'un modem ou d'un terminal sériel demande un céble null
modem de longueur maximum 30 cm.

IMPORTANT : Les émissions de bruit peuvent provoquer des
dommages matériels

Il s'agit d'un équipement de classe A. Cet équipement peut générer des
perturbations parasites dans un environnement domestique ; dans ce cas,
I'exploitant peut étre amené a mettre en ceuvre des mesures appropriées.

Tenez également compte des informations complémentaires de la fiche
e technique et du manuel d'utilisation via www.phoenixcontact.net/catalog.

Valeurs limites techniques

Température ambiante (service) -20°C ... +60°C

Température ambiante (stockage/transport) -20°C ... +60°C

Tension d’alimentation 11V DC...36 VDC/SELV

Humidité 5% ... 95 %, sans
condensation
Degré de pollution 2

2. Installation conforme a UL

- Raccorder uniquement des cables en cuivre supportant la plage de température
admise (60 °C/75 °C).

- Utiliser uniquement des appareils a tension de sortie limitée (U <36 V DC) et
courant de sortie limité (1 <2,5 A) pour la source de tension externe.

— Serrer les vis des bornes avis a5 ... 7 Ibs-in. (0,5 ... 0,8 Nm).

. Légende (Fig. 1)
Port LAN (protégé)
Port WAN (non protégé)
Voyants de diagnostic et d’état
Bouton de remise a zéro (encastré)
Raccordements pour contacts de service
Raccordement de tension d'alimentation
Raccordement pour contact d'erreur et de signalisation
Adresse MAC

9 Interface V.24 (RS232, SUB-D 9 pdles)

10 Emplacement pour carte mémoire, en option

4. Montage (Fig. 2)
Poser le module en plagant le dispositif de guidage du profilé sur le bord supérieur
du profilé et I'encliqueter vers le bas.
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5. Démontage (Fig. 3)
Insérer un outil adapté dans la languette (par ex. un tournevis) et tirer celle-ci vers
le bas (A).

6. Raccordements FL MGUARD RS2000 (Fig. 4)

Ne raccordez pas les contacts de service et de signalisation & une source externe

de tension. Vous trouverez des informations concernant le raccordement des

contacts de service et de signalisation dans le manuel d'utilisation.

Raccorder les contacts de service souhaités :

— Commutateur de commande extérieur CMD (service connecteur 1/2 : CMD V+,
CMD)

- Sortie de signalisation (TOR) ACK, 11V ... 36 V, protection permanente contre
les courts-circuits (service connecteur 1/2 : GND, ACK)

— Sortie de signalisation (TOR) FAULT, 11 V ... 36 V, protection permanente
contre les courts-circuits (signal connecteur : GND, FAULT)

7. Raccordements FL MGUARD RS4000 (Fig. 5)

Ne raccordez pas les contacts de service et de signalisation & une source externe

de tension. Vous trouverez des informations concernant le raccordement des

contacts de service et de signalisation dans le manuel d'utilisation.

Un message d'erreur s'affiche si vous ne raccordez pas la tension d'alimentation

de maniére redondante. Vous pouvez désactiver ce message dans les interfaces

utilisateur.

En présence d'une alimentation redondante, la répartition de charge n'a pas lieu.

L'alimentation qui présente la tension la plus élevée alimente seule |'appareil.

Raccorder les contacts de service souhaités :

— Commutateur de commande extérieur CMD (service connecteur 1/2 : CMD V+,
CMD)

- Sortie de signalisation (TOR) ACK, 11V ... 36 V, protection permanente contre
les courts-circuits (service connecteur 1/2 : GND, ACK)

— Sortie de signalisation (TOR) FAULT, 11 V ... 36 V, protection permanente
contre les courts-circuits (signal connecteur : GND, FAULT)

8. Voyants de diagnostic et d'état (Fig. 6)

L'affichage d'état P1 est allumé en vert lorsque la tension d'alimentation est
raccordée correctement.

Le FL MGUARD RS4000 dispose d'un affichage d'état supplémentaire, P2, qui
s'allume lorsque le raccordement de la tension d'alimentation est redondant.
Pendant la phase de démarrage, I'affichage d'état STAT clignote en vert.

Le FL MGUARD est opérationnel dés que les LED de liaison des connecteurs
femelles Ethernet sont allumées.

Pour sa part, I'affichage d'état STAT clignote en vert & une fréquence de 1 Hz
(Heartbeat).

9. Mise en service de I'appareil en mode Stealth (standard)
(Fig. 7)
1 Intégrez I'appareil dans un réseau existant.
Raccordez le port LAN a l'ordinateur de configuration.
Raccordez le port WAN de I'appareil avec le réseau existant, par ex. avec
Internet.
Pour configurer I'appareil, I'ordinateur de configuration doit étre équipé d'un
navigateur Web compatible HTTPS (par ex. Mozilla Firefox, Google Chrome,
Microsoft Internet Explorer).
Entrer 'adresse suivante dans le navigateur : https:/1.1.1.1/
1 Configuration de I'appareil
La connexion est établie avec I'appareil. Un message de sécurité apparait,
signifiant qu'un certificat est apparemment invalide ou non digne de confiance. Ce
message est généré car I'appareil utilise un certificat inconnu du navigateur. Mais
ce certificat est absolument indispensable pour le cryptage de la communication.
¢ Acquittez ce message.
Le masque de connexion de I'appareil s'affiche.
¢ Sélectionner le type d'accés « Administration » puis entrer le nom d'utilisateur et
le mot de passe par défaut. Tenez compte des majuscules/minuscules :
Nom d'utilisateur : admin
Mot de passe : mGuard
Type d'accés : Administration

10. Mise en service de I'appareil via une adresse IP de gestion
* Raccordez I'ordinateur de configuration au port LAN, laissez le port WAN libre.
» Etablissez alors la connexion, via I'adresse IP suivante : 192.168.1.1 (sous-
réseau : 255.255.255.0).
 Sicela est nécessaire, adaptez les parametres IP de votre ordinateur.
 Attention : Si vous souhaitez établir une connexion avec un réseau extérieur,
apreés le démarrage, procédez de la maniére suivante :
- Mettre I'appareil hors tension
- Etablir les connexions
- Mettre I'appareil en marche.

11. Mise en service de l'appareil via BootP

* Assurez-vous que le port LAN de I'appareil est connecté a un serveur BootP.
Vous pouvez faire appel a l'outil gratuit (en anglais) « IPAssign ». Cet outil est
disponible a I'adresse suivante :
http://www.phoenixcontact.com/automation/32119_30373.htm

PHOENIX CONTACT GmbH & Co. KG
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Descrizione Description

Security Appliance in custodia in metallo, con range di temperatura esteso, slot per schede SD, finoa2tunnel  Dispositif de sécurité dans un boitier métallique, avec plage de température étendue, logement pour cartes FL MGUARD RS2000 TX/TX VPN 2700642
VPN, firewall a 2 clic semplificato per la configurazione pit semplice, router con NAT/1:1-NAT SD, jusqu'a 2 tunnels VPN, pare-feu 2 clics pour une configuration aisée, routeur avec NAT/1:1-NAT

Security Appliance in custodia in metallo, con range di temperatura esteso, slot per schede SD, VPN per 10 Dispositif de sécurité dans un boitier métallique, avec plage de température étendue, emplacement pourcarte ~ FL MGUARD RS4000 TX/TX VPN 2200515
tunnel VPN (opz. fino a 250 con licenza aggiuntiva), SD, VPN pour 10 tunnels VPN (en option, jusqu'a 250 avec licence supplémentaire),

firewall intelligente con funzioni complete per una sicurezza massima e una configurazione estremamente pare-feu intelligent avec ensemble des fonctions pour une sécurité maximale et une configuration simplifiée,

semplice, router con NAT/1:1-NAT, CIFS Integrity Monitoring opzionale routeur avec NAT/1:1-NAT, VPN/surveillance de l'intégrité CIFS en option

Security Appliance in custodia in metallo, con range di temperatura esteso, slot per schede SD, Dispositif de sécurité dans un boitier métallique, avec plage de température étendue, emplacement pourcarte  FL MGUARD RS4000 TX/TX 2700634

firewall intelligente con funzioni complete per una sicurezza massima e una configurazione estremamente SD,
pare-feu intelligent avec ensemble des fonctions pour une sécurité maximale et une configuration simplifiée,
routeur avec NAT/1:1-NAT, VPN / surveillance de l'intégrité CIFS en option

semplice, router con NAT/1:1-NAT, VPN / CIFS Integrity Monitoring opzionale

www.phoenixcontact.com MNR 9057021 - 01 2012-10-01
FR Instructions d'installation pour I'électricien
IT Istruzioni di montaggio per I'elettricista installatore
FL MGUARD RS2000 TX/TX VPN 2700642
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FL MGUARD RS4000 TX/TX 2700634
o\r S
» }"/ t
o— -d
!
>
S
~
<]
| e
[}
-]
£
Abb./Fig. 1
] Ie
~s S
Abb./Fig. 2 Abb./Fig. 3
Service 2 Power Service 2 Power
ﬁ:osfvgmpviewgé,:f {gfégcé’v‘}‘topviews;’fﬁ‘fo
C front o front
Service 1 «“— Service 1 Signal
S S o F &Ly
59 S 6 59 S & 7 S ¢ 6 «;’
Abb./Fig. 5
Benutzername: | admin
Passwort. #
Zugangsart. Administration -
_
Login to: mguard
Abb./Fig. 6 User Hame: | agmin
Password seeees
Actess Type:  Administration A
T
Abb./Fig. 7
© PHOENIX CONTACT 2012 PNR 8100 - 01



ESPANOL ESPANOL PORTUGUESE PORTUGUESE

Security-Appliance con 10/100 MBit/s, Slot para tarjetas
de memoria SD, VPN (variante) y cortafuegos

1. Advertencias de seguridad

A IMPORTANTE:
Ata\ Observe las medidas preventivas necesarias al manipular elementos
expuestos a peligro de descarga electrostatica (EN 61340-5-1y
IEC 61340-5-1)!

IMPORTANTE: dafios materiales por circuitado incorrecto

Conecte los puertos Ethernet RJ45 del dispositivo inicamente a
instalaciones de red adecuadas. Algunas conexiones de
telecomunicaciones utilizan igualmente conectores hembra RJ45. Estos no
deben conectarse a las conexiones RJ45 del dispositivo.

Para la conexién de un médem o un terminal serie necesitara un cable
nullmodem cuya longitud no supere los 30 m.

IMPORTANTE: Peligro de dafios materiales por emision de
interferencias

Este es un dispositivo de la clase A. Este dispositivo puede causar
interferencias de radio en las viviendas; en este caso el usuario puede exigir
que se lleven a cabo las medidas adecuadas.

@

Tenga también siempre presentes las informaciones adicionales de la hoja
de datos y del manual de usuario que se encuentran en
www.phoenixcontact.net/catalog.

@

Valores limite técnicos

Temperatura ambiente (servicio) -20°C ... +60°C

Temperatura ambiente (almacenamiento/ -20°C ... +60 °C

transporte)

Tension de alimentacion 11V DC...36 V DC/SELV

Humedad del aire 5 % .. 95 %, sin condensacion

Grado de polucién 2

2. Instalacion que cumple con UL

— Paralas conexiones, utilice inicamente cables de cobre con un rango admisible
de temperaturas (60 °C/75 °C).

— Utilice como fuente de tensién externa solamente aparatos con tensién de
salida limitada (U < 36 V DC) y corriente de salida limitada (1 < 2,5 A)

— Apriete los tornillos de los bornes de conexién con 0,5 ... 0,8 Nm (5 ... 7 Ibs-in.).

3. Leyenda (Fig. 1)

1 Puerto LAN (protegido)

Puerto WAN (no protegido)
Indicaciones de diagndstico y estado
Pulsador de reinicializacion (pulsado)
Conexiones para contacto de servicio
Conexion de la tensién de alimentacion
Conexion para contacto de error y aviso
Direccion MAC

9 Interfaz V.24 (RS232, 9 polos, D-SUB)
10 Slot para tarjetas de memoria opcionales

4. Montaje (Fig. 2)

Coloque el médulo con la guia para carril en el borde superior del carril y encéjelo
hacia abajo.

ONOOG A WN

5. Desmontaje (Fig. 3)
Con una herramienta apropiada (p. €j. un destornillador plano) tire de la pestafia
hacia abajo (A).

6. Conexiones del FL MGUARD RS2000 (Fig. 4)

No conecte los contactos de servicio y de sefales a una fuente de tension externa.

En el manual de usuario encontrard indicaciones para la conexion de los

contactos de servicio y de sefiales.

Conecte los contactos de servicio que desee:

— Interruptor externo de control CMD (conector macho servicio 1/2: CMD V+,
CMD)

— Salida de aviso (digital) ACK, 11 V ... 36 V, resistente a cortocircuito continuo
(conector macho servicio 1/2: GND, ACK)

- Salida de aviso (digital) FAULT, 11 V... 36 V, resistente a cortocircuito continuo
(conector macho sefal: GND, FAULT)

7. Conexiones del FL MGUARD RS4000 (Fig. 5)

No conecte los contactos de servicio y de sefiales a una fuente de tensién externa.

En el manual de usuario encontrara indicaciones para la conexion de los

contactos de servicio y de sefiales.

Si conecta la tension de alimentacion de manera no redundante, recibird un

mensaje de error. Puede desactivar dicho mensaje en las interfaces de usuario.

Con alimentacion redundante no se realizara distribucion de carga. La fuente de

alimentacion con la tensién mayor alimenta sélo el dispositivo.

Conecte los contactos de servicio que desee:

— Interruptor externo de control CMD (conector macho servicio 1/2: CMD V+,
CMD)

— Salida de aviso (digital) ACK, 11 V ... 36 V, resistente a cortocircuito continuo
(conector macho servicio 1/2: GND, ACK)

— Salida de aviso (digital) FAULT, 11 V... 36 V, resistente a cortocircuito continuo
(conector macho sefal: GND, FAULT)

8. Indicaciones de estado / diagnéstico (Fig. 6)

La indicacion de estado P1 se podra verde si la tensién de alimentacion se ha
conectado correctamente.

En el FL MGUARD RS4000 se encendera ademas la indicacion de estado P2
cuando se produzca una conexién redundante de la tensién de alimentacion.
Durante el arranque, la indicacion de estado STAT parpadeara en verde.

El FL MGUARD estara listo para funcionar en cuanto se enciendan los LEDs de
enlace de los conectores hembra Ethernet.

Ademas, la indicacion de estado STAT parpadeara en verde con una frecuencia
de 1 Hz (Heartbeat).

9. Puesta en funcionamiento del dispositivo en "modo Stealth"
(estandar) (Fig. 7)

1 Incorpore el dispositivo a una conexion de red ya existente

* Conecte el puerto LAN con el ordenador de configuracion.

* Conecte el puerto WAN del dispositivo a la red existente p. €j. Internet.

* Para la configuracion del dispositivo ello necesitara un navegador web apto
para HTTPS en el ordenador conectado (p. ej. Mozilla Firefox, Google Chrome,
Microsoft Internet Explorer).

* Introduzca en el navegador la siguiente direccion: https:/1.1.1.1/

1 Configuracién del dispositivo

Se establece la conexion al dispositivo. Aparecera una advertencia de seguridad

que avisa de un certificado que supuestamente no es valido o no es fiable. Este

mensaje aparece porque el dispositivo utiliza un certificado que el navegador no
reconoce aun. Sin embargo, el certificado es imprescindible para la codificacion
de la comunicacion.

* Confirme que ha recibido esta advertencia.

Aparecera la mascara de registro del dispositivo.

¢ Seleccione el tipo de acceso "Administration” e introduzca el nombre de usuario
y la contrasefia predeterminados. Al hacerlo, observe las mayusculas y las
minusculas:

Nombre de usuario: admin
Contrasefia: mGuard
Tipo de acceso: Administration

10. Puesta en servicio del dispositivo con IP de gestion

* Conecte el ordenador de configuracion en el puerto LAN y deje libre el puerto
WAN.

» Establezca ahora la conexién mediante la siguiente direccion IP: 192.168.1.1
(Subred: 255.255.255.0).

* Adapte, si fuera preciso, los parametros IP de su ordenador.

* Atencién: Si desea establecer tras el arranque la conexién con una red externa,
proceda del siguiente modo:
- Desconecte el dispositivo
- Establezca la conexion
- Conecte el dispositivo

11. Puesta en servicio del dispositivo mediante BootP

* Asegurese de que el puerto LAN del dispositivo esté conectado con un servidor
BootP. Puede utilizar la herramienta gratuita "IPassing" (disponible en inglés).
Encontrara esta herramienta en la siguiente direccion:
http://www.phoenixcontact.com/automation/32119_30373.htm

Security-Appliance com 10/100 MBit/s, porta cartoes de
memoéria SD, VPN (Variante) e Firewall

1. Instrucdes de seguranca

A IMPORTANTE:
Ata\ Observar as medidas de prevencao necessarias ao manusear
componentes com risco de carga eletrostatica (EN 61340-5-1e
IEC 61340-5-1)!

IMPORTANTE: Danos materiais devido a uma ligacao incorrecta
Conecte as portas Ethernet RJ45 somente em instalagGes de rede
compativeis. Algumas conexdes de telecomunicagdo também utilizam
tomadas RJ45. Nao pode conectar as mesmas aos conectores RJ45 do
dispositivo.

Para ligar um modem ou um terminal serial, precisa de um cabo de modem
zero cujo comprimento ndo pode ultrapassar 30m.

@

IMPORTANTE: Perigo de danos materiais por emissao de
interferéncia

Este € um equipamento da classe A. Este equipamento pode provocar
interferéncias funcionais em residéncias; neste caso, pode-se solicitar ao
operador que adote medidas correspondentes.

Observar obrigatoriamente também as informag6es detalhadas na ficha
técnica e no manual do usuario em www.phoenixcontact.net/catalog.

Valores limite técnicos
Temperatura ambiente operagéo

Temperatura ambiente armazenamento/
transporte

Tensao de alimentacao 11V DC...36 VDC/SELV
Umidade do ar 5% .. 95 %, sem condensagao
Grau de impurezas 2

-20°C ... +60 °C
-20°C...+60°C

2. Instalagao conforme UL

— Utilizar como cabos de conex@o apenas condutores de cobre com a gama de
temperatura admissivel (60 °C/75 °C).

— Usar como fonte de tensdo externa apenas equipamentos com tensao de saida
limitada (U < 36 V DC) e corrente de saida limitada (I <2,5 A)

- Aperte os parafusos dos bornes aparafusados com 5 ... 7 Ibs-in.
(0,5 ...0,8 Nm).

. Legenda (Fig. 1)
Porta LAN (protegida)
Porta WAN (desprotegida)
Indicacdes de diagnostico e estado
Tecla Reset (rebaixada)
Conexdes para contatos de servico
Conexao da tensdo de alimentagao
Conex&o para contato de erro e mensagem
Endereco MAC
9 Interface V.24 (RS232, D-SUB de 9 pinos)
10 Espago para cartdo de memoria opcional
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4. Montagem (Fig. 2)
Coloque o médulo com a guia do trilho de fixagdo sobre a superficie do trilho e
encaixe embaixo.

5. Desmontagem (Fig. 3)
Inserir uma ferramenta adequada (p. ex., chave de fenda) na aba e puxar a
mesma para baixo (A).

6. Conexé6es do FL MGUARD RS2000 (Fig. 4)

N&o ligue os contatos de servico a uma fonte de tenséo externa. Instrugdes para

a conexao dos contatos de servigo e sinal encontram-se no manual do usuario.

Conectar os contatos de servico desejados:

— Interruptor de comando externo CMD (conector de servigo 1/2: CMD V+, CMD)

- Saida de sinal (digital) ACK, 11V ... 36 V, permanentemente resistente a curto-
circuito (conector de servigo 1/2: GND, ACK)

- Saida de sinal (digital) FAULT, 11 V... 36 V, permanentemente resistente a
curto-circuito (conector de sinal: GND, FAULT)

7. Conexées do FL MGUARD RS4000 (Fig. 5)

N&o ligue os contatos de servigo a uma fonte de tensdo externa. Instrugdes para

a conexao dos contatos de servigo e sinal encontram-se no manual do usuario.

Se conectar uma tensao de alimentagéo nao de forma redundante, uma

mensagem de erro sera emitida. Esta mensagem pode ser desligada nas

interfaces de usuario.

No caso de alimentagdo redundante, ndo ha distribuicdo de carga. A fonte com a

maior tensao alimenta o dispositivo sozinho.

Conectar os contatos de servico desejados:

- Interruptor de comando externo CMD (conector de servigo 1/2: CMD V+, CMD)

- Saida de sinal (digital) ACK, 11 V ... 36 V, permanentemente resistente a curto-
circuito (conector de servigo 1/2: GND, ACK)

- Saida de sinal (digital) FAULT, 11 V... 36 V, permanentemente resistente a
curto-circuito (conector de sinal: GND, FAULT)

8. Indicadores de estado/diagnéstico (Fig. 6)

O indicador de estado P1 acende em verde quando a tensdo de alimentagao
estiver ligada corretamente.

No caso do FL MGUARD RS4000 adicionalmente acende o indicador de estado
P2 ao conectar a tensao de alimentag&o redundante.

O indicador de estado STAT pisca em verde durante o boot.

O FL MGUARD esta pronto para operagao logo que os LEDs de link das tomadas
de Ethernet acenderem.

Adicionalmente, o indicador de estado STAT pisca em verde com 1 Hz
(Heartbeat).

9. Colocar equipamento em funcionamento no Modo Stealth
(padrao) (Fig. 7)
1 Integrar o dispositivo em uma conexao de rede existente.

* Conectar a porta LAN com o computador de configuragéo.

* Conectar a porta WAN do dispositivo a rede existente, p.ex., a internet.

» Para a configuragéo do dispositivo, precisa no computador de configuragéo
conectado um navegador de internet apto para HTTPS (por ex., Mozilla Firefox,
Google Chrome, Microsoft Internet Explorer).

* Inserir o seguinte endereco no browser: https://1.1.1.1/

1 Configuragéo do dispositivo

A ligagao ao dispositivo é estabelecida. Aparece um aviso de seguranca que

comunica um certificado supostamente invalido ou ndo confiavel. Esta mensagem

resulta do fato do dispositivo usar um certificado que o navegador ainda
desconhece. Porém, o certificado é imprescindivel para a encriptagcdo da
comunicagao.

* Confirme este aviso.

Entdo, aparecera a mascara de login do dispositivo.

* Selecione o tipo de acesso "Administration" e insira 0 nome e senha do usuario
padréo pré-ajustados. Observe letras mailsculas e minusculas:
Username: admin
Password: mGuard
Access Type: Administration

10. Colocar equipamento em funcionamento com IP de
administracao

Conectar a porta LAN ao computador de configuragdo e deixar a porta WAN

livre.

Estabelecer agora a ligagao pelo seguinte endereco IP: 192.168.1.1 (Subrede:

255.255.255.0).

Se necessario, adapte os parametro de IP do seu computador.

Atencao: se quiser estabelecer depois do boot a conexao a uma rede externa,

proceda como segue:

= Deslogar dispositivo

- Estabelecer conexdes

- Ligar o dispositivo

11. Colocar equipamento em funcionamento via BootP

 Certifique-se de que a porta LAN do dispositivo esteja ligada a um servidor
BootP. A ferramenta gratuita (idioma: inglés) "IPassign”. A ferramenta pode ser
encontrada no seguinte endereco:
http://www.phoenixcontact.com/automation/32119_30373.htm

Descripcion Descricao

Aparato de seguridad en carcasa de metal, con margen de temperatura ampliado, ranura para tarjeta SD, Security Appliance na caixa de metal, com gama de temperaturas estendida, com slot para cartdo SD, at¢ 2 =~ FL MGUARD RS2000 TX/TX VPN 2700642
hasta 2 tuneles VPN, cortafuegos de 2 clics para una configuracion facil, enrutador con NAT/1:1-NAT tuneis VPN, 2-Click-Firewall para a configuragao mais facil, roteador com NAT/1:1-NAT

Aparato de seguridad en carcasa de metal, con margen de temperatura ampliado, ranura para tarjeta SD, Security Appliance na caixa de metal, com gama de temperaturas estendida, com slot para cartdo SD, VPN FL MGUARD RS4000 TX/TX VPN 2200515
hasta 10 tuneles VPN (opc. hasta 250 con licencia adicional), para 10 tuneis VPN (Opcionalmente até 250 com licenga adicional),

cortafuegos inteligente con compendio de funciones completo para maxima seguridad y sencillez de Firewall inteligente com gama de fungdes completa para maxima segurancga e a configuracdo mais facil,

configuracién, enrutador con NAT/1:1-NAT, opcionalmente supervision de integridad CIFS roteador com NAT/1:1-NAT, opcionalmente CIFS Integrity Monitoring

Aparato de seguridad en carcasa de metal, con margen de temperatura ampliado, ranura para tarjeta SD, Security Appliance na caixa de metal, com gama de temperaturas estendida, com slot para cartdo SD, FL MGUARD RS4000 TX/TX 2700634

cortafuegos inteligente con compendio de funciones completo para méaxima seguridad y sencillez de
configuracion, enrutador con NAT/1:1-NAT, opcionalmente VPN/supervision de integridad CIFS

opcionalmente VPN / CIFS Integrity Monitoring

Firewall inteligente para a maxima seguranca e a configuragédo mais facil, roteador com NAT/1:1-NAT,

PHOENIX CONTACT GmbH & Co. KG
FlachsmarktstraB3e 8, 32825 Blomberg, Germany
Fax +49-(0)5235-341200, Phone +49-(0)5235-300
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PYCCHWHA PYCCHUU TURKCE TURKCE

YcTtpoiicTBo 3awuTbl ¢ 10/100 M6uTt/c, noptom ana
HakonuTana Ha SD-KkapTax, VPN (KaK BapuaHT) 1
Firewall

1. NpaBuna TexHMKN 6e3onacHocTn

A NPEAYNPEXMAEHME:
Atal\ Cobniopaiite Heo6xoaMMble NpaBuia 6e30MNacHOCTH NPK 0GCYKUBAHWUN
YyBCTBUTEIbHBIX K 9IEKTPOCTATUHECKOMY 3apsAzy 3/1EMEHTOB
(EN 61340-5-1 1 |EC 61340-5-1)!

NPEAYNPEHKAEHUE: NoBpewaeHnUa o6opyaoBaHuA U3-3a
HenpaBW/IbHOW pa3BOAKH

Moakntouats nopTsl Ethernet RJ45 npu6opoB ToNbKO K
COOTBETCTBYIOLLEMY CETEBOMY 060PYA0BaHUI0. [INA HEKOTOPbIX
NOAK/IOYEHNH AUCTAHLMOHHON CUrHaIM3aLIMM TaKKe UCMOb3YIoTCA
po3eTkun RJ45. Nx Henb3a noacoeanHATL K pasbemam RJ45 ycTpoiicTsa.
[na noacoeanHeHns MofieMa UM NoCpeaoBaTe/IbHOro TEPMUHANA HYHeH
HY/Ib-MOZEMHbIN Kabe/b, A/IMHA KOTOPOro HE AO/IKHA BbITb 60M1bLue 30 M.

@

NPEAYNPEHKAEHUE: OnacHocTb MOBPEeAEHUI annapaTypbl U3-3a
NOMEXOBbIX U3yYEHUI

OTO YCTPOWMCTBO OTHOCUTCA K Knaccy A. [lJaHHOe yCTPOMCTBO MOMET
BbI3blBaTb BO3HUKHOBEHME PAAMOMNOMEX B HU/IbIX MOMELLEHUAX; B 3TOM
c/ly4ae sKenayaTupylolee npeanpuaTUe A0MHHO NPUHATL
COOTBETCTBYIOLME MEpbl.

@

0O6a3aTe/IbHO 03HAKOMbTECH C [JONOJIHUTEILHON MH(OPMaLMeN,
I'IpMBe[J,eHHOl;i B TEXHN4YECKOM nacrnopTe U pyKOBOACTBE NnoJsib3oBaTtens,
KOTOpbIe AOCTYMHbI NO CCblIKe Www.phoenixcontact.net/catalog.

@

MpepaenbHble TEXHUYECKUE 3HaYeHUA

TemnepaTypa OKpyatoLein cpefbl -20°C ... +60°C
(akcnnyarauyua)
TemnepaTypa OKpyHatoLei cpeabl -20°C ... +60 °C

(XpaHeHWe/TpaHCNopTUPOBKA)

OnekTponuTaHue 11 B nocT. ToKa ... 36 B nocT.
ToKa/SELV

BnaxHocTb Bo3gyxa 5% .. 95 %, 6e3 BbinageHna
KOHJeHcaTa

CrTeneHb 3arpasHeHus 2

2. YcTaHOBKa B COOTBETCTBUM ¢ TpeGoBaHuaAMM UL

— B KayecTBe COEefUHNTENIbHOro KabensA Ucnoib3oBaTh TONbKO Me[Hble
NPOBOAHWKM C A0MYCTUMBIM Arana3oHoMm Temnepatypsbl (60 °C/75 °C).

— B KayecTBe BHELUHEr0 UCTOYHWMKA NUTAHUA UCNONb30BaTb TO/IbKO yCTpOFICTEa
C OrpaH1yeHHbIM BbIXOAHbIM HanpsaxeHuem (U < 36 B nocT. Toka) 1
OrpaH14YeHHbIM BbIXOHbIM TOKOM (1 < 2,5 A).

— 3aTAHYTb BUHTbI BUHTOBBIX KNEMM C YeUnneM 5 ... 7 GyHT./atoim
(0,5...0,8 Hm).

. Jlerenpa (Fig. 1)
LAN-nopT (3awmLLeHHbIN)
LAN-nopT (He3awmLLeHHbI)
WHAMKATOPbI COCTOAHWUA U iNArHOCTUKM
KHonka c6poca (yTonneHa)
MoAKMNOYEHUA [/l CEPBUCHBIX KOHTAKTOB
MogHAto4eH1e 418 NUTAIOLLEro HanpAXeHWa
MopKNtoYeHWs 419 KOHTAKTOB CO CO0SIMM M COOBLLEHUAMM
MAC-agpec
9 V.24-untepdeiicbl (RS232, 9-nostocH. D-SUB)
10 CnoT A1 ONUMOHHOM KapTbl-HaKONUTENS

4. MoHTax (Fig. 2)

PasmecTuTe MOZy b TaK, YTO6bI HANPaBAOLAA MOHTAXHOW PErKn
pacnonaranacb Haj BepXHUM KpaemMm ropu3oHTasibHO pacnonomeHHoﬁ
MOHTaKHOM PEIKU, 3aTEM NPUKMUTE HUKHUIA Kpai moaynsa. Mopynb
3aKpennfeTcA 3alleskamu.

ONOOGOBREWN=-W

5. AemoHTax (Fig. 3)
MoAXoAALWMIA MHCTPYMEHT (Hanp., OTBEPTHY) BCTaBWUTb B MIaHKY U NOTAHYTL ee
BHK3 (A).

6. Nopgrnovyenna FL MGUARD RS2000 (Fig. 4)

He noak/touaTh CEPBUCHbBIE U CUTHA/IbHBIE KOHTAKTbI K BHELLHEMY UCTOYHUKY

nUTaHWA. YKasaHusa A1s NOAK/IIOUEHUS CEPBUCHBIX M CUTHA/IbHBIX KOHTAKTOB CM.

B PyKOBOACTBE N0Mb30BaTENA.

MoACOeANHNTL HEOGXOAMMbIE CEPBUCHBIE KOHTaKTbI:

— BHewwHwuit nepekntoyaTens ynpasneHus CMD (wrekep/cepsuc 1/2: CMD V+,
CMD)

— CwrHanbHbIf Bbixoa (undpos.) ACK, 11 B ... 36 B, CTOVKUIA K AIUTENbHBIM
KOPOTKWM 3aMblKaHuAM (wTekep/cepsuc 1/2: GND, ACK)

— CurHanbHbIM Bbixoa (undpos.) FAULT, 11 B ... 36 B, CTOMKUIA K 4/MTENbHBIM
KOPOTKWM 3aMblKaHusaM (wTekep/curHan: GND, FAULT)

7. NopcoepuHenna FL MGUARD RS4000 (Fig. 5)

He noAK/o4aTb CEPBUCHbIE U CUTHAJIbHBIE KOHTaKTbl K BHELLHEMY UCTOYHURY
NUTaHWA. YKasaH1s 419 NOAKNIOUEHNA CEPBUCHBIX M CUTHANIbHBIX KOHTAKTOB CM.
B PyKOBOACTBE N0Nb30BaTENA.

Mpu NOAKIOYEHNUM TONBKO OAHOTO (HeZy6MPYEMOro) HaNPAKEHUA NUTaHUA
nocTynaet coobLieHne 06 oWKnGKe. STO COOBLLEHNE MOXKHO OTK/IOUUTL Yepes
No/1b30BaTENLCKUI UHTEPDENC.

Mpu fy611MpyeMom aneKTponuTaHnn nepepacnpeaeeHna Harpy3ku He
NPOUCXOANT. BNOK NUTaHWA ¢ 60/1ee BbICOKUM HaNPAKEHUEM OfUH 3anuTbiIBaeT
YCTPOMCTBO.

MoacoeanHNUTL HEOBXOAMMbIE CEPBUCHbBIE KOHTAKTbI:

— BHewHwit nepekntoyartens ynpasneHna CMD (wrekep/cepsuc 1/2: CMD V+,
CMD)

— CurHanbHbIvi Bbixoa (undpos.) ACK, 11 B ... 36 B, CTOMKUI K AUTENbHBIM
KOPOTKWUM 3aMblKaHWAM (wTerep/cepauc 1/2: GND, ACK)

— CurHanbHbivi Bbixoa (undpos.) FAULT, 11 B ... 36 B, CTOVKUI K AMTENbHBIM
KOPOTKWUM 3aMblKaHWAM (wTekep/curHan: GND, FAULT)

8. UnauKauum ctatyca/anarHocturm (Fig. 6)

MHanKaTop cocToaHnA P1 roput 3eneHbiM CBETOM NpuU NpasubHOM
NOAK/IOHEHNMN HANPAKEHWA NUTaHUA.

Ha FL MGUARD RS4000 f0NO/HUTENIbHO FOPUT MHAUKATOP COCTOSHUA P2 npu
NOAK/IIOYEHUN PE3EPBHOIO HAaNPSAKEHUA MUTaHUA.

Mpwu 3arpyske nHamKaTop cocToaHnAa STAT MuraeT 3es1eHbIM CBETOM.
Yctpoiicteo FL MGUARD RS rotoBo K pa6oTe, KaK TO/IbKO 3aropatoTcs
cseToamogabl Link poseTok Ethernet.

JoNONHUTENbHO HAYMHAET MUraTb 3e/1eHbIM CBET MHAMKATOp cocTosHMA STAT ¢
yacTtoTol 1 'y (TaKTOBbIM UMNYILC).

9. BBOAUTb YCTPOWCTBO B pa6oTy B "CKPbLITOM pexume"
(cranpapr) (Fig. 7)

1 LAN-nopT NOAKMO4UTD K CYLLECTBYIOLLEMY CETEBOMY COEAUHEHUIO.

LAN-nopT coeanHNUTL C KOH(UIypaLMOHHBIM NPOLLECCOPOM.

WAN-nopT ycTpoicTBa COeAMHNUTL C CYLLECTBYIOLLEN CETbIO, Hanpumep ¢

MHTEPHETOM.

o [InA KOHbUrypaLmm yCTPOMCTBa NOAKIIOYEHHbIM KOH(UIypaLMOHHbII
NpoLEeccop AOMHEH UMETL Be6-6pay3ep ¢ noaaepkon HTTPS (Hanp., Mozilla
Firefox, Google Chrome, Microsoft Internet Explorer).

* B 6paysepe 3apatb cneayowmii agpec: https:/1.1.1.1/

1 HKoHdurypauus yctpoiictea

YcTaHaBnvBaeTca coeguHeHue C yCTpOﬁCTBOMA MosBnsaetca YyKasaHue no

TeXH1Ke 6e30MacHOCTH, KOTOPOE COOGLLAET O NPeArnosaraemMom

He/leMCTBUTEIBHOM UM HEJ0CTOBEPHOM cepTUdMKaTe. To CoobLieHe

NoABNAETCA NO TOM NPUYMHE, YTO YCTPOWCTBO UCMONB3YET HEM3BECTHbIN

6pay3sepy ceptuduKat. OaHako cepTUdUKaT 06sa3aTenbHo TpebyeTes Ans

LWndpoBaHNA CBA3MK.

* KBuTHpoBaTh 3T0 yKa3aHue.

MoABUTCA perncTpaLmMoHHbIi GopMynAap YCTPOHUCTBA.

* Boibpatb TMn goctyna "Administration” ("AgmuHucTpaTop”) n BBECTU
npefBapuTeNbHO 3aAaHHOe UMSA Nob30BaTeNA U naponb. Mpu aTom
Yy4uTbIBaTh HaNMcaHne NPOMUCHbIX U CTPOYHbIX GyKBZ
Wwms nonb3osarens: admin
Maponb: mGuard
Twn poctyna: Administration

10. BBecTH ycTpoiicTBO B paboTy Yepes ynpasnstowmii IP-agpec
HKoHdurypaumoHHbIi npoueccop nogknounTs K LAN-nopTy, octasus WAN-
nopT HENCNONb3yeMbIM.

3artem ycTaHOBUTL CBA3b Yepes creayolmin IP-agpec auf: 192.168.1.1
(noaceTb: 255.255.255.0).

Ecnu Hy¥HO, NOAKOPPEKTUPOBaTL NapameTpb! IP nog ncnonb3yembii
npoveccop.

BHUMaHWe: ecnn nocne 3arpy3sKu HY}KHO YCTaHOBUTb CBA3b C BHELLHEN CeTbio,
fAencTBoBaTb TaK:

- YCTPOMCTBO BbIK/IOUUTD

- YCTaHOBUTb CBA3b

- YCTPOMCTBO BH/IIOYUTH

11. BBecTH ycTpoiicTBO B pa6oTy Yepe3 BootP.

* O6ecneuntb cBA3b LAN-nopTa ycTpoiicTea ¢ BootP-cepsepom. MoxHO
1Ccnosb3oBaTh GecnnatHyio yTuamuTy,|Passign” (AsbiK: aHrMicKuie). Oxa
HaxoAMTCA No caeaytoLemy agpecy:
http://www.phoenixcontact.com/automation/32119_30373.htm

* Tarayiclya agagidaki adresi girin: https://1.1.1.1/
1 Cihazin konfiglirasyonu
Cihazla baglanti kuruldu. Olasi bir glivenilir olmayan sertifikayi belirten bir glivenlik
notu gériintllenir. Bu mesajin veriimesinin nedeni, cihazin tarayici tarafindan
taninmayan bir sertifika kullanmasindir. Fakat bu sertifika iletisimi kodlamak igin
gereklidir.
* Bu mesaji onaylayin.
Cihazin Login formu goriintir.
* Erisim tipi olarak "Administration’i secin ve ilk kez kullaniyorsaniz tanimli kullanici
ad\ ve sifresini girin. Blyuk/kiguk harf duyarlidir:
Kullanici adi: admin
Sifre: mGuard
Erisim tipi: Administration

10/100 Mbps, SD bellek karti yuvasi, VPN (varyant) ve
yangin duvarh givenlik uygulamasi

1. Giivenlik notlan

A NOT:
Ata\ Elektrostatik desarja hassas komponentleri kullanirken gerekli glivenlik
6nlemlerini alin (EN 61340-5-1 ve IEC 61340-5-1)!

NOT: kablolama yanlis yapildiginda malzemeye hasar verilebilir
Cihazin RJ45 Ethernet portlarini sadece eslesen ag kurulumlarina baglayin.
Bazi telekomiinikasyon baglantilar da RJ45 kullanir soketleri kullanir.
Bunlar cihazin RJ45 portuna baglanmamiidir.

Bir modem veya seri terminal baglantisi igin, uzunlugu en fazla 30 m olan bir
sifir modem kablosu gerekir.

10. Management IP ile baglatma

Konfiglrasyon bilgisayarini LAN portuna baglayin, WAN girisini kullanmayin.
Simdi de IP adresi: 192.168.1.1 (subnet: 255.255.255.0) tizerinden baglanti
kurun.

Gerektiginde, bilgisayarinizin parametrelerini ayarlayin.

Not: ényiikleme sonrasi harici bir aga baglanacaksaniz, yapmaniz gerekenler:
- cihazi kapatin

- baglanti kurun

- cihazi agin

NOT: Giirultii emisyonlari donanimda hasar yapabilir
Bu bir Sinif A ekipmanidir. Bu ekipman konut alanlarinda radyo parazitine
neden olabilir, operatér gerekli tedbirleri almalidir.

@
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Teknik veri sayfasi'teki ek bilgileri ve www.phoenixcontact.net/catalog,
adresindeki kullanim kilavuzunu da dikkate almalisiniz.

Teknik sinir degerler

Ortam sicakligi (calisma)

Ortam sicakligi (depolama/nakliye)
Besleme gerilimi 11V DC ...36 VDC/SELV
Nem %5 .. %95, yogunlasma yok
Kirlilik sinifi 2

-20°C ... +60°C
-20°C ... +60°C

11. Cihazi BootP ile devreye alin

« Cihazin LAN portunun bir BootP sunucuya baglandigindan emin olun. Ucretsiz
"|Passign” aracini (ingilizce) kullanabilirsiniz. Bu araci indirebileceginiz adres.
http://www.phoenixcontact.com/automation/32119_30373.htm

2. UL uyumlu montaj

- Yalnizca izin verilen sicaklik araligini (60°C/75°C) saglayan bakir baglanti
kablolari kullanin.

- Yalnizca harici gerilim kaynag olaraksinirli gikis gerilimi (U <36 V DC) ve sinirli
clkis akimina (I < 2.5 A) sahip cihazlan kullanin.

- Vidali klemensler (izerindeki vidalari 0,5 ... 0,8 Nm torkunda sikin.

. Aciklamalar (Fig. 1)
LAN portu (korumal)
WAN portu (korumasiz)
Diyagnostik ve durum gdstergeleri
Reset butonu (gémme)
Servis kontaklari igin baglantilar
Besleme geriliminin baglanmasi
Hata alarmi ve kontak baglantisi
MAC adresi
9 V.24 arayiizii (RS 232, 9-kut. D-SUB)
10 Opsiyonel bellek karti yuvasi

4. Montaj (Fig. 2)
Modiili DIN ray kilavuzu ile konumlandirin ve asadi dogru hareketle igine dogru
takin.

5. Cikarma (Fig. 3)
Mandala sokmak igin uygun bir tornavida (6rn. diiz uclu) kullanin ve asagiya dogru
cekin (A).

6. FL MGUARD RS2000 baglantilari (Fig. 4)

Servis ve sinyal kontaklarini harici gerilim kaynagina baglamayin. Servis ve sinyal

kontaklarinin nasil baglanacagi kullanim kilavuzundan alinabilir.

istenen servis kontaklarini baglayin:

- Harici kumanda anahtari CMD (servis 1/2 igin konnektér: CMD V+, CMD)

- Alarm ¢ikisi (dijital) ACK, 11V ... 36 V, strekli kisa devre korumasi (servis 1/2 igin
konnektér: GND, ACK)

- Alarm ¢ikisi (dijital) FAULT, 11 V... 36 V, strekli kisa devre korumasi (sinyal
konnektéri: GND, FAULT)

7. FL MGUARD RS4000 baglantilari (Fig. 5)

Servis ve sinyal kontaklarini harici gerilim kaynagina baglamayin. Servis ve sinyal

kontaklarinin nasil baglanacagi kullanim kilavuzundan alinabilir.

Besleme gerilimi yedeklemeli olarak baglanmazsa, bir hata mesaji verilir. Bu

mesaji kullanici araylzlerinde kapatabilirsiniz.

Yedeklemeli besleme durumunda yiik dagitimaz. Daha yuiksek gerilimli giic

kaynag unitesi cihazi kendiliginden besler.

istenen servis kontaklarini baglayin:

- Harici kumanda anahtari CMD (servis 1/2 igin konnektér: CMD V+, CMD)

- Alarm ¢ikisi (dijital) ACK, 11V ... 36 V, slirekli kisa devre korumasi (servis 1/2 igin
konnektér: GND, ACK)

— Alarm ¢ikisi (dijital) FAULT, 11 V... 36 V, siirekli kisa devre korumasi (sinyal
konnektort: GND, FAULT)

ONOOGOBREON-=-W

8. Durum/diyagnostik gostergeleri (Fig. 6)

Besleme gerilimi dogru baglandidinda, durum géstergesi P1 yesil renkte yanar.
FL MGUARD RS4000 icin, gerilim beslemesinin yedeklemeli baglantisindaki P2
durum gdéstergesi de yanar.

Onyiikleme esnasinda STAT yanip séner.

Ethernet soketlerinin Baglanti LED'leri yanar yanmaz, FL MGUARD c¢alismaya
hazirdir.

Ayrica, STAT durum géstergesi 1 Hz (heartbeat) ile yesil renkte yanip séner.

9. Cihazi gizli modunda calistirin (standart) (Fig. 7)

1 Cihazi mevcut bir ag baglantisina entegre edin.

* LAN portunu konfigiirasyon bilgisayarina baglayin.

* Cihazin WAN portunu mevcut olan aga, dregin internet'e, baglayin.

* Cihazin konfigiirasyonu i¢in baglanilan konfiglirasyon bilgisayarinda HTTPS
uyumlu web tarayici (6rnegin, Mozilla Firefox, Google Chrome, Apple Safari,
Microsoft Internet Explorer) mevcut olmalidir.

OnucaHue Tanim

3awmTHoe 060pyAOBaHNE B METAJI/IMHECKOM KOPryCe, C paclUMpeHHbIM Anana3oHoM TemnepaTypel, pasbem 2 VPN tiinele kadar genisletilmis sicaklik araligi, SD kart yuvasi ile metal gévde Giivenlik Cihazi, NAT/1:1 NAT ~ FL MGUARD RS2000 TX/TX VPN 2700642
ans kapT SD, g0 2 VPN-TyHHeNel, MexceTeBoM 3almMTHbIN aKkpaH 2-Click A1 makcumanbHOM NpocToTbI ile yapilandirma, yénlendirici maksimum kolayld igin giivenlik duvari 2-tiklayin

KoHpurypauum, mappytusatop ¢ NAT/1:1-NAT

3alwmTHOe 060pyAOBaHKE B METAIZIMHECKOM KOPryCe, C pacluMpeHHbIM Anana3oHoM TemnepaTypbl, pas3bem  Metal govde icinde emniyet cihazi, genisletiimis sicaklik araligi, SD kart yuvasi, 10 VPN tineliigin (ilave lisans  FL MGUARD RS4000 TX/TX VPN 2200515
ana kapt SD, VPN ana 10 VPN-TyHHenew (onu. Ao 250 ¢ AONOAHUTENbHOW NULEH3NEN), ile 250'ye kadar),

WHTENNIEKTYasIbHbIN MEKCETEBOM 3KPaH C NOJIHBIM 06 LEMOM YHKLMI ANA 06ecneYeHns MaKCHMabHOM maksimum guvenlik ve kolay konfiglirasyon saglayan tim islevleri ceren akill giivenlik duvari, NAT/1:1 NAT

3aLMTbI ¥ NPOCTOro KOHbUrypupoBaHus, MaplupytusaTtop ¢ NAT/1:1-NAT, no enaHuo ¢ KOHTponeM ozellikli yénlendirici, istege bagh CIFS biitlnliik izieme

uenoctHocTn CIFS

3awpmTHoe o6opy0BaHKE B META/IIMHECKOM KOPMyCe, C PacLUMPEHHbIM AnanasoHoM TemnepaTypel, pasbem  Metal gévde iginde emniyet cihazi, genigletilmis sicaklik aralidi, SD kart yuvasi, FL MGUARD RS4000 TX/TX 2700634

ana kapt SD,

MHTE/IIeKTya/IbHbI MEMCETEBOM 3KPaH C NOJIHbIM 06 beMOM BYHKUMWIA ANA 06ecneyeHns MaKCUMabHOM

maksimum glivenlik ve kolay konfiglrasyon saglayan tim islevleri geren akill glivenlik duvari, NAT/1:1 NAT

3aLMTbI ¥ NPOCTOro KOHbUrypupoBaHusa, MaplupytusaTtop ¢ NAT/1:1-NAT, no )enaHuio C KOHTponeM

uenoctHoct VPN / CIFS

ozellikli ydnlendirici, istege bagl VPN/CIFS bitunlik izleme
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6. FL MGUARD RS2000 #%# (Fig. 4)
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7. FL MGUARD RS4000 &3  (Fig. 5)
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8. KA/ BUTHERAT (Fig. 6)
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Security appliance with 10/100 Mbps, SD memory card
slot, VPN (variant) and firewall

1. Safety notes

A NOTE:
Ata\ Observe the necessary safety precautions when handling components that
are vulnerable to electrostatic discharge (EN 61340-5-1 and IEC 61340-5-
1)

NOTE: risk of material damage due to incorrect wiring

Only connect the RJ45 Ethernet ports of the device to matching network
installations. Some telecommunications connections also use RJ45
sockets. You may not connect these to the RJ45 ports of the device.

For connection of a modem or a serial terminal, you require a null modem
cable, whose length may not exceed 30 m.

NOTE: Risk of damage to equipment due to noise emissions

@ This is a Class A item of equipment. This equipment can cause radio
interference in residential areas, and the operator may be required to take
appropriate measures.

m You must also observe the additional information in the data sheet and the
!' user manual under www.phoenixcontact.net/catalog.

Technical limit values

Ambient temperature (operation) -20°C ... +60°C

Ambient temperature (storage/transport) -20°C ... +60°C

Supply voltage 11V DC ... 36 V DC/SELV
Humidity 5% .. 95%, no condensation
Pollution degree 2

2. UL-compliant installation

- Only use copper connecting cables providing the permitted temperature range
(60°C/75°C).

- Only use devices with limited output voltage (U <36 V DC) and limited output
current (1< 2.5 A) as the external voltage source.

- Tighten the screws on the screw terminal blocks with 0.5 ... 0.8 Nm.

. Legend (Fig. 1)
LAN port (protected)
WAN port (unprotected)
Diagnostic and status indicators
Reset button (recessed)
Connections for service contacts
Connecting the supply voltage
Connection for error alarm and contact
MAC address
9 V.24 interface (RS232, 9-pos. D-SUB)
10 Slot for optional memory card

4. Mounting (Fig. 2)
Position the module with the DIN rail guide on the upper edge of the DIN rail, and
snap it in with a downward motion.

5. Removal (Fig. 3)
Use a suitable tool (e. g. flat-bladed screwdriver) to insert into the latch and pull it
downwards (A).

6. FL MGUARD RS2000 connections (Fig. 4)

Do not connect service and signal contacts to an external voltage source.

Information on connecting the service and signal contacts can be found in the user

manual.

Connect the desired service contacts:

- External control switch CMD (connector for service 1/2: CMD V+, CMD)

— Alarm output (digital) ACK, 11 V ... 36 V, continuously short-circuit proof
(connector for service 1/2: GND, ACK)

— Alarm output (digital) FAULT, 11 V... 36 V, continuously short-circuit proof
(connector for signal: GND, FAULT)

7. FL MGUARD RS4000 connections (Fig. 5)

Do not connect service and signal contacts to an external voltage source.

Information on connecting the service and signal contacts can be found in the user

manual.

If you do not connect the supply voltage redundantly, an error message will be

displayed. You can switch off this message in the user interfaces.

In the case of redundant supply, the load is not distributed. The power supply unit

with the higher voltage will supply the device on its own.

Connect the desired service contacts:

— External control switch CMD (connector for service 1/2: CMD V+, CMD)

— Alarm output (digital) ACK, 11 V ... 36 V, continuously short-circuit proof
(connector for service 1/2: GND, ACK)

— Alarm output (digital) FAULT, 11 V... 36 V, continuously short-circuit proof
(connector for signal: GND, FAULT)

oNOOGOARrRON-=-W

8. Status/diagnostics indicators (Fig. 6)

The status display P1 lights up green when the supply voltage is connected
properly.

In the case of the FL MGUARD RS4000, the P2 status display at the redundant
connection of the voltage supply also lights up.

The STAT display flashes during booting.

The FL MGUARD is ready for operation as soon as the Link LEDs of the Ethernet
sockets light up.

In addition, the STAT status display flashes green at 1 Hz (heartbeat).

9. Start up the device in stealth mode (standard) (Fig. 7)
1 Integrate the device into an existing network connection.
* Connect the LAN port with the configuration computer.

* Connect the WAN port of the device with the existing network, e.g., the Internet.

 For configuring the device, you require an HTTPS-capable web browser on the
connected configuration computer (e. g., Mozilla Firefox, Google Chrome,
Microsoft Internet Explorer).

* Enter the following address into the browser: https://1.1.1.1/
1 Configuration of the device
The connection to the device is established. A safety note appears that indicates
a possible invalid or non-trustworthy certificate. The message appears because
the device uses a certificate that is unknown to the browser. However, the
certificate is necessary for encrypting the communication.
* Confirm this message.
The login form of the device appears.
¢ Select "Administration" as access and enter the default user name and
password. It is case-sensitive:
User name: admin
Password: mGuard
Access type: Administration

10. Start up with Management IP

Connect the configuration computer to the LAN port, do not use the WAN port.
Now establish the connection via the following IP address: 192.168.1.1 (subnet:
255.255.255.0).

If necessary, adjust the IP parameters of your computer.

Note: if you wish to establish connection to an external network after booting,
proceed as follows:

- switch off device

- establish connection

- switch on device

11. Start up device via BootP

* Make sure that the LAN port of the device is connected to a BootP server. You
can use the free "IPassign” tool (language: English). The tool is available at the
following address:
http://www.phoenixcontact.com/automation/32119_30373.htm

PHCENI
CONTACT

PHOENIX CONTACT GmbH & Co. KG
FlachsmarktstraB3e 8, 32825 Blomberg, Germany
Fax +49-(0)5235-341200, Phone +49-(0)5235-300

iR Description
SBEAANREEE, B EETEE, SD FHEE, &% 24 VPNI@E, WHnpAiE, MAT&/@ Securty appliance in metal housing, with extended temperature range, SD card slot, up to 2 VPN tunnels, 2-  FL MGUARD RS2000 TX/TX VPN 2700642
BYAAZS, BRERERT NAT/1:1 NAT click firewall for maximum ease of configuration, router with NAT/1:1 NAT
ROEEHESBINER, B REEEE, SD EHEE, BT 104 VPN BER VPN (BEZa)i%hkc 250  Security appliance in metal housing, with extended temperature range, SD card slot, VPN for 10 VPN tunnels  FL MGUARD RS4000 TX/TX VPN 2200515
ANHHIFT]) (optionally up to 250 with additional license),
EESE BRI S EEEIS A R, AT RENTSMHSTAL, BHSHE NAT/1:1 NAT, &R CIFS %l intelligent firewall with full scope of functions for maximum security and easy configuration, router with NAT/1:1
0 NAT, optional CIFS integrity monitoring
Security appliance in metal housing, with extended temperature range, SD card slot, FL MGUARD RS4000 TX/TX 2700634

REFRMELEINTA, HEBEEESIY R, SD FHHE,

BREANGEREEE, MRERANREMHHTAT, HERE NAT/1:1 NAT, VPN/CIFS £EK3i

RG] ik

NAT, optional VPN/CIFS integrity monitoring

intelligent firewall with full scope of functions for maximum security and easy configuration, router with NAT/1:1

www.phoenixcontact.com MNR 9057021 - 01 2012-10-01
EN Installation note for electrical personnel
ZH B ARREMM
FL MGUARD RS2000 TX/TX VPN 2700642
FL MGUARD RS4000 TX/TX VPN 2200515
FL MGUARD RS4000 TX/TX 2700634
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